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Continuous

resilience in a
converged risk
environment
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Security risk is no longer confined to IT. Cyber threats now intersect with operational systems, third
parties, people, loT devices and governance processes. Incidents escalate quickly, often crossing digital

and physical domains before organisations can respond coherently.

Regulators demand oversight. Insurers require evidence. Boards expect clarity and accountability.
Yet many organisations continue to rely on fragmented controls and periodic interventions.

A holistic lens. Converged control. Managed delivery.

Holistic risk perspective

We assess exposure
across digital

systems, operational
infrastructure, third
parties, people and
governance frameworks,
ensuring executive
leaders see the full risk
landscape.

Converged detection
and response

Threat intelligence,
monitoring and incident
management are
coordinated at the point
of risk,reducing response

time and decision friction.

Continuous managed
oversight

Services are delivered
through defined SLAs,
structured governance
and measurable
performance indicators.

Security risk is no longer
confined to IT.



Our Managed Security Services

Proactive Cyber Risk
Management

Cyber governance
and strategy
Enterprise cyber risk
management
Third-party risk
oversight

Alignment to ISO,
NIST CSF 2.0 and

regulatory frameworks

Incident Response
and Digital Forensics

Triage and
containment

Investigation and root
cause analysis

Digital forensic services

Remediation and
recovery oversight

Post-incident
monitoring

Continuous
Monitoring and
Defence

Security Information
and Event
Management (SIEM)

Security Operations
Centre (SOC)

Endpoint Detection
and Response (EDR/
MDR)

Vulnerability
management

Darkweb monitoing

Training and Executive
Awareness

Board-level cyber
awareness
Automated Staff
awareness and
simulation exercises
Crisis and incident
response simulations

Assurance and Audit

Independent security
assurance

Third-party control
reviews

SOC Type | and Il
readiness support

What executives will gain

Faster incident Reduced Stronger Predictable Clear, structured Strengthened
containment financial and regulatory subscription- board reporting security culture
operational loss and insurance  based cost across the
defensibility organisation
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for a converged risk environment

Managed SOC

+ 24/7 threat monitoring
* Real-time alerts & triage
* SIEM management

+ Threat hunting

Managed
Compliance &
Reporting

» POPIA & GDPR compliance
monitoring

» Continuous control testing
» Executive risk dashboards

» Audit-ready evidence packs

Managed Security
Services Portfolio

@ Managed Endpoint
Security

« EDR/XDR deployment

* Anti-malware & ransomware
defence

* Patch & vulnerability
management

» Device compliance

enforcement
@ Managed Network
Security

* Firewall management

+ Intrusion detection &
prevention

» Secure remote access
(VPN/ZTNA)

+ DDoS mitigation

Incident Response
Retainer

* Guaranteed response SLAs

+ Digital forensics
on-demand

» Breach containment &
recovery

+ Post-incident reporting

& Managed Cloud
Security

» Cloud security posture
management

+ CASB & data loss prevention

+ Identity & access
governance

« Multi-cloud visibility
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How we work with you

Assess

Understand your environment

Design

Tailored security architecture

Deploy
Seamless onboarding

Monitor
24/7 active protection

Respond

Rapid threat containment

Improve

Continuous optimisation




Let us strengthen your security posture and
shape shared progress.

Engage with our Cyber Advisory team to design a managed service aligned to your organisation’s
risk exposure and strategic priorities.

Kudakwashe Charandura

Director
Cyber Advisory
kudakwashe.charandura@sng.gt.com

Omar Hassan

Director
Business Consulting Services
omar.hassan@sng.gt.com

Oupa Mbokodo 7
Managing Director /'
Advisory 7
oupa.mbokodo@sng.gt.com
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Director/Partner
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Our office: [
Umkhiwa House, [ [/
Lot 195, Kal Grant Street, g \
Mbabane \

+268 2405 7000
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For general enquiries please contact us at info@sng.gt.com
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