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Introduction

* In November 2020, we emailed key people in Sub-Saharan Africa in
order to gather information on how the Covid-19 pandemic, and
related uncertainties, are affecting the state of fraud and corruption
In Sub-Saharan Africa.

« The questions focused on what happened during the past year, what
the current situation looks like and what is predicted for the future.

« This report is intended to be the first in a series of annual surveys
addressing this topical subject in Sub-Saharan Africa and was co-
ordinated by Antonio Pooe and Mario Fazekas of the South African
office.
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Overview of our survey

* 105 people operating in Sub-Saharan Africa
* Conducted in November 2020

Size of the organisations

m0to 99

100 to 999
® 1,000 to 9,999
= 10,000 or more
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Overview of our survey

Business Sectors
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Overview of our survey

Countries where Respondents Operate

2%_ 2% 2%
|/

49 2%

m South Africa
Eswatini

® Namibia

® Botswana

= Nigeria

m Lesotho

m Kenya
Mauritius
Uganda
Zambia
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What happened in 2020

1. If you have discovered fraud and/or corruption during the past year, what did your
organisation do about it?

61% Respondents experienced fraud during 2020

. 37% prosecuted the perpetrators and 5% are still
investigating the incidents.

. 11% of respondents took no action, while 6%
agreed on a settlement — payback the stolen
monies in return for no charges. We have found
that settlement agreements are not ideal as most
of these fraudsters do not learn their lessons and
perpetrate the same frauds with their next
employer, making it a vicious cycle.

“Preliminary fraud investigation undertaken and report with recommendations issued - and then inaction on the part of management,
which has occurred many times” — one of the 11% of respondents whose organisations took no action.
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What happened in 2020

What action did your organisation take?
1%__ 1%

m Not applicable

= Prosecuted the fraudsters
® No action taken

m Settlement agreement

= Under Internal Investigation
m Reported it to SARS

= Do not know what they did
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What happened in 2020

2. If you were the victim of fraud and/or corruption during the past year, how did you detect the
fraud?

of the frauds were detected through whistle-
4200 | blowers/tips, which correlates with the
ACFE’s 2020 global fraud survey.

. It was gratifying to see that 17% of frauds were
detected by internal audit and 18% by account
reconciliation but what is worrying is the low
percentage (1%) being detected by proactive data
analytics, as this is one of the most effective tools
to proactively root out fraud.
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What happened in 2020

Most Effective Fraud Detection Methods

5%
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04 10 0
2%1% 1%

m Whistle-blower/tip

= Account reconciliation

® Internal audit

m External audit

= IT controls

® Management review

m By accident
Proactive Data Analysis
Other



What happened in 2020

3. What do you think was the key issue driving fraud risks during the past year?

Respondents cited ‘distracted
42% employees’ as the primary cause
driving fraud risks in 2020.

The lockdowns made it difficult to
physically verify goods and services with
26% of respondents choosing this answer.

e -
“The culture of corruption is taken as being normal as long as it suits one's personal purposes”.
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What happened in 2020

Key Issues Driving Fraud Risks

105 1% 1%

m Distracted employees not focusing on controls

204 2%
5%

= Inability to physically verify goods or services
delivered

m |T System limitations

m Other

= Employees working from home

m Systemic corruption - unwilling to stop crime

= Non-compliance with policies
Inadequate controls

» Members of a medical scheme not checking

statements

Resourcing and lack of knowledge of available
tools
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Your current situation

4. Who do you think is the current biggest fraud threat to your business?

Respondents chose employees as
60% | the current biggest fraud threat to
their businesses.

«  Employees tend to be the biggest threat
as they are generally trusted and allowed
to circumvent controls or collude with one
another due to familiarity and/or
complacency.
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Your current situation

Who do you think is the current biggest fraud threat to your
business?

50 270

® Employees
Contractors

m Agents

m Clients

= Vendors

m Customers
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Your current situation

5. Of the 18 most common anti-fraud controls, which are the top five that you currently

rely on to prevent and detect fraud?

Top five anti-fraud controls to prevent and detect fraud?
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Your current situation

Many of the most effective anti-fraud controls are being overlooked
by a large number of organizations. All the proactive controls are

, so you'll see that the top five anti-fraud controls being
implemented are primarily passive controls with two, fraud
awareness training and internal audit, being potentially active or
passive.

Many controls are considered potentially active or passive as their
effectiveness depends on the company culture. For example, a
fraud hotline can be a proactive control if it is managed by an
outside party, there is regular awareness training around the
service, there is no victimization against staff members who use the
service, unbiased investigations are done and so on. But it's
comments like this one, from one of the respondents, that will
ensure that an organisation’s hotline will be ineffective:
“Employees protecting their jobs by keeping quiet”.

Passive controls, or soft controls as they are also known, are
important, but you must supplement them with proactive controls,
as these ensure that frauds are less costly and that the frauds last
much shorter durations.
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For example, proactive data analysis was used by only 30% of the
organizations in our study, but, according to the ACFE, the
presence of this control was correlated with frauds that were a third
less costly and a third shorter in duration. Other less common
controls — including surprise audits, a dedicated fraud
department or team, formal fraud risk assessments and fraud
awareness training for all staff members — showed similar
associations with reductions in one or both of these measures (cost
and duration) of fraud damage.

So when determining how to invest your anti-fraud budget, it is
crucial that management considers the observed effectiveness of
specific control activities and how those controls can enhance
potential fraudsters’ perception of detection.

Keep in mind that the saying "The best defense is a good
offense" applies perfectly to anti-fraud measures!



Your predictions for 2021

6. Due to factors related to the coronavirus, over the next 12 months, what type of change, if
any, do you expect with regard to the overall level of fraud and corruption?

e Respondents said that they expect
77% B anincrease in fraud and corruption

during 2021.

«  This isn’t surprising as the Tone at the Top
(this refers to not just the C-suite but
employees’ direct bosses, as many
employees never have any contact with
executives) in many organisations is
sorely lacking and there is a general
global decline in ethics and morality.
Hence the importance for organisations to
be proactive in the fight against fraud.
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Your predictions for 2021

Due to factors related to the coronavirus, over the next
12 months, what type of change do you expect with regard to the overall level
of fraud and corruption?

396.2% 170

m Significant increase
= Slight increase

® Don’t know

= No change

= Slight decrease

m Significant decrease
= None
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Your predictions for 2021

7. Over the next 12 months, what type of change, if any, do you expect with regard to overall
budget for anti-fraud programs and initiatives in your organization?

T ¢ ¢ y
‘ H «  Even though the majority of respondents

feel that fraud will increase in 2021, the
majority (51%) expect that their anti-fraud
budgets will see no change or will
decrease.

«  How tragic for the honest staff members
and fraud fighters within these
organisations!

« It’s critical for organisations to invest a
small amount of money to ensure that their
profits are protected, so it's good to see that
12% of respondents say their anti-fraud
budgets will significantly increase and 9%
say they foresee a slight increase.
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Your predictions for 2021

Over the next 12 months, what type of change, if any, do you
expect with regard to overall budget for anti-fraud programs
and initiatives in your organisation?

1%_ 1%

®m No change

= Slight increase

m Significant increase
= Don’t know

= Slight decrease

® None

m Significant decrease
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Conclusion

So how are your fraud defences looking for
20217 Are you one of the leaders in fraud risk
management or do you have gaps that you
should be urgently filling?

Most of the predictions (from our survey
respondents and the ACFE) say that fraud will
increase this year as criminals modify their
operating methods to better deceive you, so
whether you're a leader in preventing and
detecting fraud or know you have gaps and blind
spots, you need to do something in order to stay
ahead of the fraudsters.

51% of respondents in this survey said that their
budgets for fighting fraud would remain the same
or would decrease slightly/significantly even
though they feel that fraud risks will increase.
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Yes, in many cases it’s difficult to obtain the
required budget as the value proposition of an up-
to-date anti fraud programme can be hard to
guantify. But you should also consider the flipside
— the financial, reputational, legal, and regulatory
costs of not setting up a robust anti-fraud
program.

Now is the time to understand just how prepared
you are. A high-level fraud risk assessment would
be the first step to find out how strong your anti-
fraud defences are and what steps you can take
today to combat fraud in the future.



About SNG Grant Thornton

Office locations

Rusten
Mafikeng

Cape Town

Key figures R715m 68
Annual revenue oo Partners
12 cco\ +71700
Offices w People
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Country Contacts

e Botswaha

« Eswatini

« Kenya
 Mauritius
 Namibia

* Nigeria

« South Africa
« Uganda

« Zambia


https://www.grantthornton.co.ke/
https://www.grantthornton.global/en/locations/Botswana/
https://www.grantthornton.co.ke/
https://www.grantthornton.global/en/locations/Namibia/
https://www.grantthornton.global/en/locations/Nigeria/
https://www.grantthornton.global/en/locations/Uganda/
https://www.grantthornton.global/en/locations/Zambia/
https://www.grantthornton.global/en/locations/South-Africa/
https://www.grantthornton.global/en/locations/Mauritius/
https://www.grantthornton.co.za/snggrantthornton-eswatini/

Global Reach

Europe

42 countries
16,700+ people
»

f 11 countries
Middle East M 1,200+ people

9 countries

Americas
900+ people

38 countries
17,600+ people

Africa

CONRuLI, Asia Pacific

3,300+ people
18 countries "
18,200+ peopl .

Our distinctive client
experience sets us apart

USDb6.76bn 58,000+ 750+

(2020 revenue) people offices countrles
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Forensic Advisory

....towards a center of excellence for GT in Africa!

™M

Forensic
Investigations

Targeted enquiries through to
large, complex,

Disputes

Expert witness services
including acting as party-
appointed experts supporting
claimants and respondents,
appointment as single joint
experts, tribunal-appointed
experts etc.

X

bod

multijurisdictional assignments

covering; fraud and asset
dissipation, bribery and
corruption, money
laundering/counter-terrorism
financing etc.

Compliance and risk
assessment advising on the
design, implementation and
assessment of compliance
programmes and systems,

including regulatory reviews.
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Accounting integrity
and conduct

Technical and practical
considerations for investigating
suspected accounting
irregularities and malpractice.
Use of taxation, actuarial,
pensions, valuations, internal
audit expertise. Provision of
expert evidence.

N\

,./ /\{

Responding to cyber incidents
through collection of data logs
and forensic imaging of
impacted systems. Effecting a

mitigation strategy and recovery
protocol. Reviewing and
reporting on root cause of the
\ incident etc.

A /’>\\
\\ / g v

(=

Digital Forensics

Preservation, collection,
processing, review and
analysis using eDiscovery,
data analytics and machine
learning techniques.
Interrogation and
presentation of evidence.
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¥
Corporate
Intelligence

Research to understand
prospective business partners
or targets using either, desk-
based research including
specialist databases and
human intelligence or a
combination of both.



Contact

¥ 4

Dr. Antonio Pooe Pontso P. Nyathi
Director and Head of Forensic Director, Forensic Services
Services Pontso.Nyathi@sng.gt.com

Antonio.Pooe@sng.gt.com +27 (72) 372 4829

+27 (72) 781 4157
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Alfred Sambaza
Director, Forensic Services
Alfred.Sambaza@sng.gt.com

+27 (73) 289 2933

Mario Fazekas
Senior Manager
Forensic Services
Mario.Fazekas@sng.gt.com
+27 (83) 611 0161


mailto:Antonio.Pooe@sng.gt.com

Thank you
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